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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy (CP) defines the procedural and operational requirements that DigiCert 
requires entities to adhere to when issuing and managing digitally signed objects (digital 
Certificates and time-stamp tokens) within DigiCert’s PKI, excluding participants in DigiCert’s 
Private PKI services, which are not cross-certified or publicly trusted. Specific requirements 
regarding those Certificates are set forth in the individual agreements with the appropriate 
DigiCert customer and the DigiCert Private PKI CP/CPS available in the 

https://helpx.adobe.com/content/dam/help/en/acrobat/k%20b/%20approved-trust-list2/_jcr_content/main-pars/download-%20section/download-1/aatl_technical_requirements_v2.0.pdf
https://helpx.adobe.com/content/dam/help/en/acrobat/k%20b/%20approved-trust-list2/_jcr_content/main-pars/download-%20section/download-1/aatl_technical_requirements_v2.0.pdf
https://helpx.adobe.com/content/dam/help/en/acrobat/k%20b/%20approved-trust-list2/_jcr_content/main-pars/download-%20section/download-1/aatl_technical_requirements_v2.0.pdf
http://www.mozilla.org/en-
http://www.apple.com/certificateauthority/ca_program.ht
https://caprogram.360.cn/#strategy
http://www.chromium.org/Home/chromium-security/root-
http://www.chromium.org/Home/chromium-security/root-
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1.3.5. Other Participants 

Other participants include Bridge CAs and CAs that cross-certify Issuer CAs to provide trust 
among other PKI communities. 

 

1.4. CERTIFICATE USAGE 
A digital Certificate (or Certificate) is formatted data that cryptographically binds an identified 
subscriber with a Public Key. A digital Certificate allows an entity taking part in an electronic 
transaction to prove its



http://www.digicert.com/
mailto:policy@digicert.com
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Revocation Reporting Contact Person 
Attn: Support 
DigiCert Technical Support 
Suite 500 
2801 N. Thanksgiving Way 
Lehi, UT 84043 USA 
revoke@digicert.com 

 

For anyone listed in section 4.9.2 of this CP and the applicable CA/Browser 
Baseline Requirements that needs assistance with revocation or an 
investigative report, DigiCert provides this page for reporting and submitting 
requests with all of the necessary information as outlined in 

mailto:revoke@digicert.com
https://problemreport.digicert.com/
mailto:revoke@digicert.com
http://tools/
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“Certificate” means an electronic document that uses a digital signature to bind a Public 
Key and an identity. 
 
“Certificate Approver” is defined in the EV Guidelines.  
 
“Certificate Management Process” Processes, practices, and procedures associated with the use 
of keys, software, and hardware, by which the CA verifies Certificate Data, issues Certificates, 
maintains a Repository, and revokes Certificates. 
 
“Domain Name” is as defined in the Baseline Requirements. 

“Domain Namespace” is as defined in the Baseline Requirements. 

“EV Guidelines” is defined in section 1.1. 

“Hardware Crypto Module” A tamper‐resistant device, with a cryptography processor, used for 
the specific purpose of protecting the lifecycle of cryptographic keys (generating, managing, 
processing, and storing). 
 

“Internal Name” A string of characters (not an IP address) in a Common Name or Subject 
Alternative Name field of a Certificate that cannot be verified as globally unique within the public 
DNS at the time of certificate issuance because it does not end with a Top Level Domain registered 
in IANA’s Root Zone Database. 

 

“IP Address” A 32-bit or 128-bit number assigned to a device that uses the Internet Protocol for 
communication. 

 
“Key Compromise” A Private Key is said to be compromised if its value has been disclosed to an 
unauthorized person, or an unauthorized person has had access to it. 
 
“Key Pair” means a Private Key and its associated Public Key. 
 
“Mailbox address” means an Email Address as specified in Section 4.1.2 of RFC 5321 and amended by 
Section 3.2 of RFC 6532, with no additional padding or structure. 

 
“OCSP Responder” means an online software application operated under the authority of 
DigiCert and connected to its repository for processing certificate status requests. 
 
“Onion Domain Name” A Fully Qualified Domain Name ending with the RFC 7686 “.onion” 
 Special‐Use Domain Name. For example, 
2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5du4xyclen53wid.onion is an Onion Domain 
Name, whereas torproject.org is not an Onion Domain Name. 

 
“Private Key” means the key of a Key Pair that is kept secret by the holder of the Key Pair, and 
that is used to create digital signatures and/or to decrypt electronic records or files that were 
encrypted with the corresponding Public Key. 

 
“Public Key” means the key of a Key Pair that may be publicly disclosed by the holder of the 
corresponding Private Key and that is used by a Relying Party to verify digital signatures 
created with the holder’s corresponding Private Key and/or to encrypt messages so that they 
can be decrypted only with the holder’s corresponding Private Key. 

 
“Relying Party” means an entit Tmg
0 G3s0 612 792 re
W* n
BT
/F1 9.96 Tf
1 0 0 1 217.85 87.384 Tm
0 g417.85 87.78 Tm
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1 0 0 96440.00000912  0 1 217.85 87.384 Tm
0 g417.85 87.78 Tm
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“Relying Party Agreement” means an agreement which must be read and accepted by the 
Relying Party prior to validating, relying on or using a Certificate or accessing or using DigiCert’s 
Repository. 

 
“Reserved IP Address” An IPv4 or IPv6 address that is contained in the address block of any entry 

in either of the following IANA registries: 
 

https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml 
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml 
 
“Subject Identity Information” Information that identifies the Certificate Subject. Subject Identity 
Information does not include a Domain Name listed in the subjectAltName extension or the 
Subject commonName field. 

 
“Subscriber” means either the entity identified as the subject in the Certificate or the entity receiving 
DigiCert’s time-stamping services. 
 
“Subscriber

https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml
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PKIX IETF Working Group on Public Key Infrastructure 
PKCS Public Key Cryptography Standard 
RA Registration Authority 
RFC Request for Comments (at IETF.org) 
SHA Secure Hashing Algorithm 
S/MIME Secure MIME (Multipurpose Internet Mail Extensions) 
SSL Secure Sockets Layer 
TLD Top-Level Domain 
TLS Transport Layer Security 
UTC Coordinated Universal Time 
X.509 The ITU-T standard for Certificates and their corresponding 

authentication framework 

 
1.6.3 References 

In addition to what is listed in section 1.1: 
 

WebTrust Principles and Criteria for Certification Authorities 
WebTrust Principles and Criteria for Certification Authorities – SSL Baseline with Network Security 
WebTrust for Certification Authorities – Extended Validation SSL 
WebTrust for Certification Authorities – Publicly Trusted Code Signing Certificates 
WebTrust for Certification Authorities – S/MIME Certificates
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2 PUBLICATION AND REPOSITORY RESPONSIBILITIES 

2.1 REPOSITORIES 
Issuer CAs shall publish all publicly trusted CA Certificates and cross-Certificates, issued to and 
from the Issuer CA, revocation data for issued digital Certificates, CP, CPS, and standard Relying 
Party Agreements and Subscriber Agreements in online repositories. The Issuer CA shall ensure 
that its root Certificate and the revocation data for issued Certificates are regularly available 
through an online repository. 

 
The Issuer CA shall develop, implement, enforce, and annually update the CP and/or CPS
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3 IDENTIFICATION AND AUTHENTICATION 

3.1 NAMING 

3.1.1 Types of





https://github.com/digicert/reports/tree/master/validation-sources
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associated with the Applicant’s address and may confirm a telephone 
number by sending a challenge-response SMS text message or by recording 
the applicant’s voice during a communication after associating the telephone 
number with the applicant in records that are available to the Issuer CA or 
RA. 

 

3. The Issuer CA or RA may confirm an address by issuing the credentials 
in a manner that confirms the address of record or verifying knowledge 
of recent account activity associated with the Applicant’s address and 
may confirm a telephone number by sending a challenge-response SMS 
text message or by recording the applicant’s voice during a 

voice
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secrets. 
 
If the photo ID is unexpired and confirms the address of record for the 
Applicant, then the certificate may be approved for issuance with notice of 
issuance sent to the address of record. If the photo ID does not confirm the 
Applicant’s address of record, then the certificate shall be issued in a manner 
that confirms the address of record. 
 
For all Level 3 or higher assurance Client Certificates, the identity of the 
Applicant must be established no earlier than 30 days prior to initial 
certificate issuance. 
 
If the photo ID is unexpired and confirms the address of record for the 
Applicant, then the certificate may be approved for issuance with notice of 
issuance sent to the address of record. If the photo ID does not confirm the 
Applicant’s address of record, then the certificate shall be issued in a manner 
that confirms the address of record. 
 
For all Level 3 or higher assurance Client Certificates, the identity of the 
Applicant must be established no earlier than 90 days prior to initial 
certificate issuance. 

Level 4 Client Certificates 
(Medium Hardware)3  

In-person proofing before an RA, Trusted Agent, or an entity certified by a 
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Adobe Document Signing 
Certificates for 
Organizations 

In-person appearance (either physically or digitally) before a person 
performing identity proofing for a Registration Authority or a Trusted 
Agent; and 
 
Evidence of association with, and proofs of entitlement to represent, that 
organization per methods described for Applicants for a Level 2, 3, or 4 
Client Certificate. 
 
RAs must retain sufficient information about the applicant’s identity to 
prove upon DigiCert’s request that the Applicant was properly identified. 

 
 

Issuer CAs and RAs shall identify high-risk certificate requests and shall conduct additional 
verification activity and take additional precautions as are reasonably necessary to ensure that 
high- risk requests are properly verified. 

 
Issuer CAs are required to perform checks necessary to satisfy United States export regulations 
and licenses issued by the United States Department of Commerce Bureau of Industry and Science 
(“BIS”). 

 

3.2.3 Authentication of Individual Identity 
The Issuer CA or an RA shall verify an individual’s identity in accordance with the process 
established in its CPS or RPS that meets the following minimum requirements: 

 
Where in-person identity verification is required and the Applicant cannot participate in face- 
to-face registration alone (e.g. because Applicant is a network device, minor, or person not 
legally competent), then the Applicant may be accompanied by a person already certified by the 
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same CA at the same or higher assurance level as the role-based Certificate. 
 

Procedures and policies for issuing role-based Certificates 
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3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 
3.3.1 Identification and Authentication for Routine Re-key 

The entity representing the Subscriber approving a Certificate Application is responsible for 
authenticating a request for re-key or renewal. Re-key procedures ensure that the person or 
organization seeking to renew/rekey an end-user Subscriber Certificate is in fact the Subscriber 
of the Certificate. 

 
An Issuer CA may allow Subscribers of SSL/TLS Server and Code Signing Certificates to 
authenticate themselves over a TLS/SSL session with username and password. Each Subscriber 
shall reestablish its identity using the initial registration processes of section 3.2 according to the 
following table: 
 

Certificate Routine Re-Key Authentication Re-Verification Required 

DV and OV SSL/TLS Certificates Username and password According to the Baseline 
Requirements 

EV SSL/TLS Certificates Username and password According to the EV 
Guidelines 

Subscriber Code Signing 
Certificates (Minimum 
Requirements and EV) 

Username and password According to the Baseline 
Requirements for the 
Issuance and Management of 
Publicly-Trusted Code Signing 
Certificates 

Signing Authority EV Code 
Signing Certificates 

Username and password According to the Baseline 
Requirements for the 
Issuance and Management of 
Publicly-Trusted Code Signing 
Certificates 

Timestamp EV 

Certificates 

Username and  password According to the Baseline 

Requirements for the Issuance and Management of Publicly-TrustedCodeSigning Certificates 
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3.3.2 Identification and Authentication for Re-key After Revocation 
The Issuer CA shall require subscribers of Certificates to undergo the initial registration process 
(described in section 3.2) to obtain a new Certificate. 

 
3.4 IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST 

The Issuer CA or the RA that approved the Certificate’s issuance shall authenticate all revocation 
requests. The Issuer CA or RA may authenticate a revocation request using the Certificate’s 
Public Key, regardless of whether the associated Private Key is compromised. 
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4 CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS
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CAA was similarly checked prior to the creation of a Certificate Transparency pre-certificate 
that was logged in at least 2 public CT log servers. CAA checking may be omitted for technically- 
constrained subordinate CAs. 

 
DNS access failure can be treated as permission to issue when the failure is proven to be outside 
DigiCert infrastructure, was retried at least once, and the domain zone does not have a DNSSEC 
validation chain to the ICANN root. 

CAs must log actions taken based on CAA records, and document issuance prevented by CAA for 
feedback to the CAB Forum. Issuing CAs must specify the domain names authorizing issuance in 
their CPS. 

 

The Issuer CA shall ensure that all communication between the Issuer CA and an RA regarding 
certificate issuance or changes in the status of a Certificate are made using secure and auditable 
methods. If databases or other sources are used to confirm sensitive or confidential attributes of 
an individual subscriber, then that sensitive information shall be protected and securely 
exchanged in a confidential and tamper-evident manner, protected from unauthorized access, 

and tracked using an auditable chain of custody. 

For publicly-trusted TLS Certificates, Issuer CAs shall develop, maintain, and implement 
documented procedures that identify and require additional verification activity for High Risk 
Certificate Requests prior to the Certificate’s approval, as reasonably necessary to ensure that 
such requests are properly verified under the TLSBaseline Requirements. 

 
4.2.2 Approval or Rejection of Certificate Applications 

The Issuer CA shall reject any certificate application that cannot be verified. The Issuer CA 
shall not issue publicly trusted TLS/SSL certificates containing a new gTLD under 
consideration but not yet approved by ICANN or for any domain that cannot be verified. The 
Issuer CA or RA may also reject a certificate application on any reasonable basis, including if 
the Certificate could damage the Issuer CA’s business or reputation. Issuer CAs shall not 
issue certificates containing internal names. Issuer CAs are not required to provide a 
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4.3.2 Notifications to Subscriber by the CA of Issuance of Certificate 
The Issuer CA or RA shall notify the Subscriber within a reasonable time of certificate issuance 
and may use any reliable mechanism to deliver the Certificate to the Subscriber. 
 

4.4 CERTIFICATE ACCEPTANCE 
4.4.1 Conduct Constituting Certificate Acceptance 

The passage of time after delivery or notice of issuance of a Certificate to the Subscriber or the 
actual use of a Certificate constitutes the Subscriber’s acceptance of the Certificate. 

The following conduct constitutes certificate 
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Prior to the expiration of an existing Subscriber’s Certificate, it is necessary for the Subscriber 
to renew the expiring certificate to maintain continuity of Certificate usage. 

4.6.2 Who May Request Renewal 
Only the certificate subject or an authorized representative of the certificate subject may 
request renewal of the Subscriber’s Certificates. An Issuer CA may perform renewal of its 
subscriber Certificates without a corresponding request, such as when the CA re-keys. 
 

4.6.3 Processing Certificate Renewal Requests 
The Issuer CA may require reconfirmation or verification of the information in a Certificate prior 
to renewal. 

4.6.4 Notification of New Certificate Issuance to Subscriber 
The Issuer CA shall notify the Subscriber within a reasonable time of certificate issuance and 
may use any reliable mechanism to deliver the Certificate to the Subscriber. 
 

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate 
The passage 
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4.9.1 Circumstances for Revocation 

The Issuer CA shall revoke a Certificate within 24 hours and use the corresponding 
CRLReason as per section 7.2  confirming one or more of the following occurred: 

1. The Subscriber requests in writing that the Issuer CA revoke the Certificate but does not 
specify a reason (CRLReason "unspecified (0)" which results in no reasonCode 
extension being provided in the CRL); 

2. The Subscriber notifies the Issuer CA that the original Certificate 

https://wiki.debian.org/SSLkeys
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11. Revocation is required by this CP and/or the CPS; for a reason that is not otherwise required 
to be specified by this section 4.9.1 (CRLReason "unspecified (0)" which results in no reasonCode 
extension being provided in the CRL); or 

12. The Issuer CA confirms a demonstrated or proven method that exposes the 
Subscriber’s Private Key to compromise, or if there is clear evidence that the specific 
method used to generate the Private Key was flawed (CRLReason #1, 
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4.9.7 CRL Issuance Frequency 
CRL issuance is comprised of CRL generation and publication. For Issuer CAs and online 
intermediate CAs, the interval between CRL issuance shall not exceed seven days and the value 
of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field. For 
Root CAs and Intermediate CAs that are operated in an off-line manner, routine CRLs may be 
issued less frequently than specified above, provided that the CA only issues CA Certificates, 
certificate-status-checking Certificates, and internal administrative Certificates. CRL issuance 
intervals for such offline CAs are no greater than 6 months and within 24 hours after revoking a 
Subordinate CA Certificate, and the value of the nextUpdate field is not more than twelve 
months beyond the value of the thisUpdate field. 

 
4.9.8 Maximum Latency for CRLs 

CRLs are posted to the DigiCert Repository within a commercially reasonable time after 
generation. 

 
4.9.9 On-line Revocation/Status Checking Availability 

The Issuer CA shall ensure that the certificate status information distributed by it on-line meets 
or exceeds the requirements for CRL issuance and latency stated in sections 4.9.5, 4.9.7 and 
4.9.8. 

OCSP responses must conform to RFC 6960 and/or RFC 5019. OCSP responses must either: 
1. Be signed by the CA that issued the Certificates whose revocation status is being checked, or 
2. Be signed by an OCSP Responder whose Certificate is signed by the CA that issued the 

Certificate whose revocation status is being checked. 
 

In the latter case, the OCSP signing Certificate must contain an extension of type id-pkix-ocsp- 
nocheck, as defined by RFC 6960 and/or RFC 5019. 

 
4.9.10 On-line Revocation Checking Requirements 

A relying party shall confirm the validity of a Certificate via CRL or

responses
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If the subscriber has not removed the certificate from hold (suspension) within that period, 
the certificate shall be revoked for reason of “Key Compromise”. 

 
4.10 CERTIFICATE STATUS SERVICES 

4.10.1 Operational Characteristics 
Issuer CAs shall make the status of public certificates available via either CRL and/or an OCSP 
responder. For publicly-trusted TLS and S/MIME certificates, revocation entries on a CRL or 
OCSP Response shall not be removed until after the expiration of the revoked Certificate. If 
using a CRL, the Issuer CA shall list revoked Certificates on the appropriate CRL where they 
remain until one additional CRL is published after the end of the Certificate’s validity period, 
except for Code Signing Certificates and EV Code Signing Certificates, which shall remain on 
the CRL for at least 10 years following the Certificate’s validity period. 

 
4.10.2 Service Availability 

Issuer CAs for publicly trusted TLS shall provide certificate status services 24x7. This includes 
the online repository that application software can use to automatically check the current 
status of all unexpired Certificates issued by the Issuer CA. 

 
The Issuer CA operates and maintains its CRL and OCSP capability with resources sufficient to 
provide a response time of ten seconds or less under normal operating conditions. 

 
The Issuer CA shall maintain a 24x7 ability to respond internally to a high-priority Certificate 
Problem Report, and where appropriate, forward such a complaint to law enforcement 
authorities, and/or revoke a Certificate that is the subject of such a complaint. 

 
4.10.3 Optional Features 

No stipulation. 
 

4.11 END OF SUBSCRIPTION 
The Issuer CA shall allow Subscribers to end their subscription to certificate services by having 
their Certificate revoked or by allowing the Certificate or applicable Subscriber Agreement to 
expire without renewal. 

 

4.12 KEY ESCROW AND RECOVERY 
4.12.1 Key Escrow and

AND

shall
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5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 

5.1. PHYSICAL CONTROLS 

5.1.1 Site Location and Construction 
The Issuer CA shall perform its CA operations from a secure data center equipped with logical 
and physical controls that make the CA operations inaccessible to non-trusted personnel. The 
site location and construction, when combined with other physical security protection 
mechanisms such as guards, door locks, and intrusion sensors, shall provide robust protection 
against unauthorized access to CA equipment and records. RAs must protect their equipment 
from unauthorized access in a manner that is appropriate to the level of threat to the RA, 
including protecting equipment from unauthorized access while the cryptographic module is 
installed and activated and implementing physical access controls to reduce the risk of 
equipment tampering, even when the cryptographic module is not installed and activated. 

 
5.1.2 Physical Access 

Each Issuer CA and each RA shall protect its equipment (including certificate status servers.78.c
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5.1.6 Media Storage 
Issuer CAs and RAs shall protect all media from accidental damage, environmental hazards, 
and unauthorized physical access. Each Issuer CA and each RA shall duplicate and store its 
audit and archive information in a backup location that is separate from its primary 
operations facility. 

 

5.1.7 Waste Disposal 
Paper waste containing sensitive data shall be shredded before disposal. Sensitive data on 
magnetic or other digital media must be permanently erased before disposal. 

 

5.1.8 Off-site Backup 
The Issuer CA or RA shall make weekly system backups sufficient to recover from system 
failure and shall store the backups, including at least one full backup copy, at an offsite location 
that has procedural and physical controls that are commensurate with its operational location. 

 
5.1.9 Certificate Status Hosting, CMS and External RA Systems 

All physical control requirements under this section 5.1 apply equally to any Certificate Status 
Hosting, CMS or external RA system. 

 

5.2 PROCEDURAL CONTROLS 

5.2.1 Trusted Roles 
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5.2.1.6 Security Officers 
The Security Officer is responsible for administering and implementing security practices. 

 
5.2.2 Number of Persons Required per Task 

Policy and control procedures must be in place to ensure segregation of duties based on job 
responsibilities. Each Issuer CA shall require that at least two people acting in a trusted role take 
action for the most sensitive tasks, such as activating the Issuer CA’s Private Keys, generating a CA 
Key Pair or creating a backup of a CA Private Key. The Internal Auditor may serve to fulfill the 
requirement 
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using at least one form of government-issued photo identification. 

Checks of previous residences are over the past three years. All other checks are for the prior 
five years. The Issuer CA or RA shall verify the highest education degree obtained regardless of 
the date awarded 
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15. Any attempt to delete or modify audit logs, 
16. CA Key generation and destruction, 
17. Access to Private Keys for key
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6. TECHNICAL SECURITY CONTROLS 

6.1. KEY PAIR GENERATION AND 

http://wiki.debian.org/SSLkeys
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6.1.4 CA Public Key Delivery to Relying Parties 
The Issuer CA shall provide its Public Keys to Relying Parties in a secure fashion and in a 
manner that precludes substitution attacks. The Issuer CA may deliver its CA Public Keys to Relying 
Parties as: 
 Specified in a certificate validation or path discovery policy file; 

 Trust anchors in commercial browsers and operating system root stores; and/or 

 Roots signed by other CAs. 
 

The Issuer CA may distribute Public Keys that are part of an updated signature Key Pair as a 
self- signed Certificate, as a new CA Certificate, or in a key roll-over Certificate. All accreditation 
authorities supporting DigiCert Certificates and all application software providers are permitted 
to redistribute any Root Certificate that is issued under this CP. 

 

6.1.5 Key Sizes 
For signing Certificates, the Issuer CAs shall use: 
 2048-bit or greater RSA Key (with a modulus size in bits divisible by 8); 

 256-bit ECDSA Key or greater with the matching Secure Hash Algorithm as required and 
a valid point on the elliptic curve; or 

 A hash algorithm that is equally or more resistant to a collision attack allowed by the 
Mozilla Root Store policy and other references in sections 1.1 and 1.6.3. 

 

The Issuer CA shall only issue end-entity Certificates that contain at least 2048-bit Public Keys 
for RSA, or 224 bits for elliptic curve algorithms. The Issuer CA may require higher bit keys in its 
sole discretion if it is allowed by the programs and policies listed in section 1.1 and 1.6.3. 

 
Any Root Certificates participating in the AATL program must be at least 3072-bit for RSA and 
384-bit for ECDSA when issued on or after July 1, 2017. 

 
The Issuer CA and Subscribers may fulfill the transmission security requirements of this CP 
using TLS or another protocol that provides similar security, provided the protocol requires at 
least AES 128 bits or equivalent for the symmetric key and at least 2048-bit RSA or equivalent 
for the asymmetric keys. 

 
6.1.6 Public Key Parameters Generation and Quality Checking 

The Issuer CA shall generate Public Key parameters for signature algorithms (the value of this 
public exponent shall be an odd number equal to three or more) and perform parameter quality 
checking in accordance with the current FIPS 186 requirements. 

 

6.1.7 Key Usage Purposes (as per X.509 v3 key usage field) 
The Issuer CA shall include key usage extension fields that specify the intended use of the 
Certificate and technically limit the Certificate’s functionality in X.509v3-compliant software. 

The use of a specific key is determined by the key usage extension in the X.509 Certificate. 

Private Keys corresponding to Root CA Certificates must not be used to sign Certificates except 
in the following cases: 

1. Self-signed Certificates to represent the Root CA itself; 
2. Certificates for Subordinate CAs and Cross Certificates; 
3. Certificates for infrastructure purposes (e.g. administrative role certificates, internal CA 

operational device certificates; and 
4. Certificates for OCSP Response verification 

CA Certificates shall have two key usage bits set: keyCertSign and cRLSign, and for signing OCSP 
responses, the Certificate shall also set the digitalSignature bit. 

The Issuer CA shall not issue Level 4 Certificates that are certified for both signing and 
encryption. The use of a single key for encryption and signature is discouraged, and Issuer CAs 
should issue Subscribers two Key Pairs—one for key management and one for digital signature 
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can document the Subscriber’s Private Key protection through a TPM key attestation. 
2. A suitable Hardware Crypto Module with a unit design form factor certified as conforming 
to at least FIPS 140‐2 Level 2, Common Criteria EAL 4+, or equivalent. 
3. Another type of hardware storage token with a unit design form factor of SD Card 
or USB token (not necessarily certified as conformant with FIPS 140‐2 Level 2 or Common 
Criteria EAL 4+). The Subscriber MUST also warrant that it will keep the token physically 
separate from the device that hosts the code signing function until a signing session is begun. 
 
 
DigiCert recommends subscribers use method 2 as soon as possible to ensure compliance 
with requirements in effect from June 1st, 2023. 
 
Effective June 1st, 2023: For Code Signing Certificates for EV and OV, Issuer CAs shall 
protect Private Keys in a Hardware Crypto Module conforming to at least FIPS 140





56 

  

 

executing a “zeroize” command. Physical destruction of hardware is not required. 
 

6.2.11 Cryptographic Module Rating 
See section 6.2.1. 

 
6.3 OTHER ASPECTS OF KEY PAIR MANAGEMENT 

6.3.1 Public Key Archival 
The Issuer CA shall archive a copy of each Public Key. 

 
6.3.2 Certificate Operational Periods and Key Pair Usage Periods 

All Certificates, including renewed Certificates, have maximum validity periods of: 
 

 

Type 
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firewalls to protect the network from internal and external intrusion and limit the nature and 
source of activities that may access such systems and information.
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6.6.2 Security Management Controls 
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7. CERTIFICATE, CRL, AND OCSP PROFILES 

7.1 CERTIFICATE PROFILE

https://docs.digicert.com/en/certificate-profiles.html
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sha384WithRSAEncryption [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
pkcs-1(1) 12] 

id-RSASSA-PSS { iso(1) member-body(2) us(840) rsadsi (113549) pkcs(1) 
pkcs-1(1) 10 } 

ecdsa-with-SHA256 [iso(1) member-body(2) us(840) ansi-x962(10045) 
signatures(4) ecdsa-with-
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The content of S/MIME Certificates are validated according to Section 3 of this CP, the relevant 
CPS, and the S/MIME Baseline Requirements. Enterprise RA’s may include optional attributes 
in the certificate as specified in Section 7.1.4.2.5 of the S/MIME Requirements and are 
responsible for validating them to the requirements of Section 3. 

7.1.5 Name Constraints 
Issuer CAs may include name constraints in the nameConstraints field when appropriate. 

For publicly trusted certificates, Issuer CAs must meet the requirements of the relevant Baseline 
Requirements and as the following sections specify. 

 

7.1.5.1 Name-Constrained serverAuth CAs 
If the Subordinate CA Certificate includes the id-kp-serverAuth extended key usage, then a 
technically constrained Subordinate CA Certificate shall include the Name Constraints X.509v3 
extension with constraints on dNSName, iPAddress and Directory Name as follows: 

 
a) For each dNSName in permittedSubtrees, the Issuer CA shall confirm that the Applicant 

has registered the dNSName or has been authorized by 

https://github.com/digicert/digicert_official_oids
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8 COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
The policies in this CP are designed to meet or exceed the requirements of generally accepted 
and developing industry standards, including the applicable versions of the 



65 

  

 

8.6 COMMUNICATION OF RESULTS 
The results of each audit shall be reported to the DCPA for review and approval. The results shall 
also be communicated to any third-party entities entitled by law, regulation, or agreement to 
receive a copy of the audit results. Copies of applicable audits shall be sent to Adobe within 
three months of the completion. 

 
CAs shall make its annual Audit Report publicly available no later than three (3) months after the 
end of the audit period if required by the program. In the event of a delay greater than three 
months, the CA shall provide an explanatory letter signed by the Qualified Auditor. 

 
8.7 SELF-AUDITS 

The Issuer CA shall perform regular internal audits of its operations, personnel, and compliance 
with this CP using a randomly selected sample of Certificates issued since the last internal audit. 
The Issuer CA shall self-audit at least three percent of SSL/TLS Certificates, Code Signing 
Certificates and S/MIME Certificates on a quarterly basis. Audits of other certificate types will 
be at the discretion of the CA to gain reasonable assurance of compliance to applicable root 
program requirements. 
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9 OTHER BUSINESS AND LEGAL MATTERS 

9.1 FEES 

9.1.1 Certificate Issuance or Renewal 
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self-signed Certificates, are the property of DigiCert. DigiCert licenses software and hardware 
manufacturers to reproduce such Root Certificates to place copies in trustworthy hardware devices 
or software. 
 

9.5.5 Violation of Property Rights 
Issuer CAs shall not knowingly violate the intellectual property rights of any third party 

 
 

9.6 REPRESENTATIONS AND WARRANTIES 
9.6.1 CA Representations and Warranties 

Issuer CAs must represent to DigiCert, Subscribers, and Relying Parties that they comply, in all 
material aspects, with this CP and their CPS. Subscriber Agreements may include additional 
representations and warranties that do not contradict or supersede this CP. 

 

9.6.2 RA Representations and Warranties 
At a minimum, Issuer CAs shall require RAs operating on their behalf to represent that they 
have followed this CP and the relevant CPS when participating in the issuance and management 
of Certificates. Subscriber Agreements may include additional representations and warranties. 

9.6.3 Subscriber Representations and Warranties 
DigiCert requires, as part of the Subscriber Agreement or Terms of Use, that the Applicant make 
the commitments and warranties in this section for the benefit of DigiCert and the Certificate 
Beneficiaries. For TLS, prior to the issuance of a Certificate, DigiCert will obtain, for the express 
benefit of DigiCert and the Certificate Beneficiaries, either: 

1. The Applicant’s agreement to the Subscriber Agreement with DigiCert, or 
2. The Applicant’s acknowledgement of the Terms of Use. 

Prior to being issued and receiving a Certificate, each Subscriber shall represent to DigiCert and 
the Issuer CA that the Subscriber will: 

1. Securely generate its Private Keys and protect its Private Keys from compromise, 
2. Provide accurate and complete information and communication to the Issuer CA and RA, 
3. Confirm the accuracy of Certificate data prior to using the Certificate, 
4. Promptly (i) request revocation of a Certificate, cea6T
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 The Subscriber’s use of a name (including without limitation within a common name, 
domain name, or e-mail address) that infringes upon the intellectual property rights of a 
third party. The applicable Subscriber Agreement may include additional indemnity 
obligations. 

 

9.9.3 Indemnification by Relying Parties 
Issuer CAs shall include any indemnification requirements for Relying Parties in their CPS. 

 

9.10 TERM AND TERMINATION 

9.10.1 Term 
This CP and any amendments are effective when published to DigiCert’s online repository and 
remain in effect until replaced with a newer version. 

 

9.10.2 Termination 
This CP as amended from time to time, shall remain in effect until replaced by a newer version. 

 

9.10.3 Effect of Termination and Survival 
DigiCert will communicate the conditions and effect of this CP’s termination via the DigiCert 
Repository. The communication will specify which provisions survive termination. At a 
minimum, responsibilities related to protecting confidential information will survive 
termination. 

 
9.11 INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS 

DigiCert accepts digitally signed or paper notices related to this CP that are addressed to the 
locations specified in section 2.2 of this CP. Notices are deemed effective after the sender 
receives a valid and digitally signed acknowledgment of receipt from DigiCert. If an 
acknowledgement of receipt is not received within five days, the sender must resend the notice 
in paper form to the street address specified in section 2.2 using either a courier service that 
confirms delivery or via certified or registered mail with postage prepaid and return receipt 
requested. 

 
Notices to Application Software Vendors shall be sent in accordance with the respective requirements. 

 
9.12 AMENDMENTS 

9.12.1 Procedure for Amendment 
The DCPA determines what amendments should be made to this CP. Amendments are made by 
posting an updated version of the CP to the online repository. Updates supersede any designated 
or conflicting provisions of the referenced version of the CP. Controls are in place to reasonably 
ensure that this CP is not amended and published without the prior authorization of the DCPA. 
The DCPA reviews this CP annually. 

 
9.12.2 Notification Mechanism and Period 

DigiCert will post notice on its website of any proposed significant revisions to this CP. Although 
DigiCert may include a final date for receipt of comments and the proposed effective date, 
DigiCert is not required to have a fixed notice-and-comment period. DigiCert and the DCPA 

reserve the right to amend the CP without notification for amendments that are not material, 
including
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9.13 DISPUTE RESOLUTION PROVISIONS 
To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements 
shall contain a dispute resolution clause. Unless otherwise approved by DigiCert, the procedure to 
resolve disputes involving DigiCert require an initial negotiation period of sixty (60) days followed 
by litigation in the federal or state court encompassing Salt Lake County, Utah, in the case of 
claimants who are U.S. residents, or, in the case of all other claimants, arbitration administered by 
th 0 0 1 430.51 716.4 Tm
0 g
0 G
[( )] TJ
ET
Q
q
0.00000912 0 612 792 a
[( )] TJ
ET
Q
qn
BT
/F1 9.96 Tf
0.94118 0 0 1 488.86 669.46 Tm
0 g
0 G
[(b)-2(y)-7( )] TJ. (y)-T
Q, re
W* n
BT
/F1 9.96 Tf
o 



72 

  

 

To the extent permitted by applicable law, Subscriber Agreements and Relying Party 
Agreements shall include a force majeure clause protecting DigiCert. 

 

9.17 OTHER PROVISIONS 
No stipulation. 


